
Advanced Medical Image Anonymizer: a plugin for OsiriX/Horos 
 
Background: 
OsiriX and Horos are open source medical image viewer, written for Mac only, using Objective 
C.  It is mandatory to make sure the privacy of patients is kept to a standard security level while 
sharing their medical images (e.g. X-ray, CT, MRI). The current recommended standard is called 
“Safe Harbor” (https://tinyurl.com/yxm3yo34 ). 
Anonymization function within OsiriX/Horos allows the user to wipe out/edit patient’s 
information written to the header of their medical images. The viewer handles medical images 
as DICOM (*.dcm) files. 
 
The problems with the current Anonymize functions are: 
- You can anonymize whole database, album, selected database lines. You can specify which 

items to anonymize and save that scheme within OsiriX. 
- Current Challenges: 

1. You cannot add a custom input with serial incremental number: for example, if you 
select 3 patients, then you anonymized them, they will be all named “unnamed” or 
“whatever text you entered”; not “Patient01”, “Patient02”, “Patient03”. 

2. You cannot export the old and new values of the anonymized fields. 
• So, the sum of 1 + 2, is that, after you hit “Replace, Add, or export”, there is no way 

to know which is which.  
• In order to know the old and new values of these identifiers, you have to enter them 

one patient at time. 
3. Dates are considered “Identifiers”, that need to be shifted. 

Project Description: 
The idea of this project is to develop a plugin that works under OsiriX/Horos, to extend their 
current anonymization capabilities to meet “Safe Harbor” standards 

- To introduce a new “automated or semi-automated” anonymization scheme: 
o That increments important identifiers according to a user-defined prefix for 

certain tags(e.g. change the name into “Study_XYZ_Patient_Number_” then the 
plugin will add 001, 002, 003 to the end to the end of the selected studies in the 
database. 

o That increment “Dates” according to a user-defined rules (e.g. add 45 days to 
each date). 

- To have the ability to export old and new values of selected DICOM tags, namely:  
PatientName, PatientID and StudyDate. 

Outcome: 
- A working plugin that can run under Horos and/or OsiriX. 
- A clean source code that can be delivered using Github 
- Comprehensive documentation of the code is required for future improvements and 

expansion of the plugin. 
Required Skills: 

- Programming in Objective C.  
- Basic understanding of medical images and DICOM format/standard. 

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://tinyurl.com/yxm3yo34

